GENETIC PRIVACY AND LEGISLATIVE RESPONSE
- A CRITICAL ANALYSIS

Prof P.S. Jaswal. ** Stellina Jolly*
"The right to be left alone -- the most comprehensive of rights, and the
right most valued by a free society"]

Part I

Introduction
"Perhaps from the perspective of history, the most important scientific
breakthrough of this century may be seen in time, to be neither nuclear fission,
nor interplanetary flight, nor even informatics, but the fundamental building and
basal molecular biology which permits the human species to look into itselfand
find, at last, the basic building blocks ofhuman and other life."2 Two decades of
tremendous investment and venture capital financing have begun to harness
genetic technologies to advance our understanding of human physiology,
accelerate drug development and medical diagnosis, and more effectively tailor
pharmaceuticals to individual genotypes. The exchange of both onymous and
personally identifiable health information has greatly contributed to these
advances. These information and its application in genetics raise fundamental
human right concerns about the privacy of our genetic secrets - the unique
signatures left behind in the shedding of skin cells, saliva and blood. 3
What safeguards are in place to protect the genetic records of millions of
human beings now widely available to insurers, medical researchers, health
care providers, and law enforcement agents? This Article, documents the evolving
political and legal response to the challenges of genetic privacy in the world. It
provides an overview of relevant U.N and Regional conventions as well as key
legislations and judicial interventions ofvarious countries that affect public and
private access to genetic information with a special emphasis to India. The
Article also outlines relevant aspects of genetic privacy, including the
characteristics according to which genetic privacy is traditionally defined and
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1. The above observation is by Justice Louis Brandies, in Olmstead v. u.s. 277 U.S. 438 It is a 1928
United States Supreme Court case, in which the Court reviewed whether wiretapped private
. telephone obtained by federal agent as without judicial approval and subsequently used evidence,
constituted a violation of the defendant's rights provided by the Fourth and Fifth Amendments.
2. M.D Kirby, "Man's Freedom and the Human Genome" in the Human Genome Project: Legal
Aspects", Vol 1, Foundation BV. 2.265 (1994).
3. Jan, A. Withkowski, "The Human Genome Programme: Origins, Goals; Current Achievements
and Societal Implications", in MG.K Menon and others, Human Genome Research, Emerging
Ethical, Legal Social and Economic Issues, p 17 (2003).
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the contexts within which risks to genetic privacy most often arise.

Part II
"Who am I?" has always been a basic philosophical and spiritual question
that perplexed experts for centuries and may require decades of reflectiop to
answer. With the advent of DNA analysis, there is a growing public impression
that the answer may be found in our genes. 4 This 'basic building block', is a
substance called deoxyribonucleic acid, or as it is more commonly known, DNA,
which was discovered in 1953, by Watson and Crick. 5 DNA provides the 'code'
for the structures and properties ofproteins that exist within human cells. Within
the human body there are 23 pairs of chromosomes, which are each composed
ofDNA. DNA is a hereditary material and 'genes' are segments ofthe'chemical
steps' along the DNA. 6 Genetic material of any organism is the substance that
carries the information determining the properties ofthat organism. All the genetic
information ofan organism is collectively referred to as its genome7 • The genetic
material in all organisms, apart from viruses, is a form of nucleic acid called
DNA (short for deoxyribonucleic acid). Thus, the complete genetic material of
an organism is called its genomic DNA. 8
The current estimate is that humans have between 32,000 and 35,000
genes. About 99.9 percent of the genome is the same in all humans. The
arrangement of the remaining components is unique to most individuals. Only
identical twins (or triplets, etc.) have identical DNA.9 Variations in DNA influence
how individuals respond to disease, environmental factors such as bacteria,
viruses, toxins, chemicals, and to drugs and other therapies. 10 The interaction
between genes and environmental factors is not well understood at this time
and is the subject of intensive research. 11
In 1990, the Human Genome Project (HGP) was started with a view to
identify the form and content of the human genome. 12 It was expected that a
Patricia A. Roche, and GHeorge J Annas "DNA Testing, banking, and Genetic Privacy," The
New England Journal of Medicine. Volume 355, Number 6, p545(2006).
5. J.Gaulding "Race, Sex, and Genetic Discrimination in Insurance: What's Fair?" 80 Cornell Law
Review 1646-1694 at 1664, (1995).
6. Matt Ridley, Genome, p7(2000).
7. Inc v Kirin-Amgen (1998) AIPC 91-429, observation by justice Heerey.
8. L.C Dunn, A short History a/Genetics, p 58 (1965).
9. Electronic Privacy Information center, available at <http://epic.org/privacy/genetic/>, (last
visited on 2-03-2009).
10. Sabyasachi Sarker "Human Genome The Book of Life", Science, Volume 3, No.5, SeptemberNovember p23 (2000).
11. Michael A.Palladino, Understanding the Human Genom~ Project, Pearson Education, 2nd
edition, P 28 (2001).
12. Robert Mullan Cook-Deegan, "Origins of the Human Genome Project", FASEB Journal 5: p 811 (1991).
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complete map· of human genome will allow interested parties eventually to be
able to discover whether or not an individual has a predisposition to one disease
or another. 13 Along with the multitude of positive results, HGP has raised a
floodligh of legal and ethical questions HGP is a human right topic because the
information that will be available once the Genome is finally mapped and
sequenced will relate to human beings. The legal concerns of genetic privacy
and genetic discrimination makes the results of HGP issues for human rights. 14
One ofthe early expectations ofhuman genome research was to generate
knowledge that could assist in developing more accurate and efficient diagnostic
tests through genetic testing. This brings forth the question of Genetic testing
and its importance and implications. There are mainly three types of genetic
test, which reveal three. differing categories of individuals, Genetic testing can
identify individuals with three types of genetic conditions: individuals who
currently have, or are certain to develop a genetic disease directly attributable
to a specific chromosome or gene defect;
(i)

individuals who do not possess a genetic disease but, nonetheless, are
carriers of the disease; and

(ii)

individuals with a genetic predisposition to disease in the future". 15

Hence, there are disease such as Huntingdon's disease or cystic fibrosis,
whereby the presence of the impugned gene' in the body indicates that the
individual either presently has the disease or is certain to develop the disease in
the future. Thus, the vast bulk ofgenetic information is in the form ofprobabilities
of future events and future developments, a point which is vital, yet often
overlooked in considering how to approach the notion of genetic information l6 •
- In making predications about the future, genetic testing information often only
tells us about the chances that something will occur - it does not tell us that it
certainly will" .17 Basically genetic testing provides or yield relevant genetic
information about an individual.
13. Murphy, Timothy, and Marc A. Lappe "Justice and the Human Genome Project", (1994).
Available at <http://ark.cdlib.org/ark:/13030ljt8xOnb630/> (last visited on 3-03-2009).
14. Supra note 11, See Robert.
15. Borwn ME, "Insurers and Genetic Testing: Shopping For That Perfect Pair of Genes", 40 Drake
Law Review, 121-148 at 123 (1991).
16. Mathew Stoic, "Genetic Non-Discrimination, Privacy and Property Rights", Murdoch University
Electronic Journal of Law -Volume 7, Number 2 (June 2000) available at
www.murdoch.edu.au/elaw/issues/v7n2/stulic72_text.html(lat visited on 12-03-2009).
17. Sharon Van der Laan, "Privacy and Genetic Information", Journal of the Consumers Health
Forum of Australia, Issue 1, April (2008).
Leslie Roberts, "Controversial From the Start", Science 16 February, Vol. 291, No. 5507,
p1182 - 1188, (2001).
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Genetic testing can have both positive and negative consequences. On
the positive side, testing can help people make more informed decisions about
their future. Another advantage of testing is that it provides an opportunity to
seek genetic counseling so that the risk of passing on a disease gene is reduced.
On the other hand, anxiety runs high when individuals are confronted with a
positive test result confirming a genetic condition. Are people prepared to deal
with such news?18 Further genetic testing generally is in the form ofprobabilities.
A positive result does not guarantee and a negative result cannot completely
rule out the possibility that a person will become ill or be affected by the condition.
Environment and other factors playa role. Another problem is that physicians
may misinterpret the results ofgenetic tests now available. Ifpositive test results
are not kept private, the individual risks the possibility oflosing health insurance
and employment for herself, the children, and other family members. 19
Upon considering the scientific background ofDNA and geneticism, it is
now imperative to clearly outline what it is about 'genetic information' that
distinguishes it from other forms ofheath or personal information. How can this
information results in violation of right to privacy and what are the possible
areas of such violation. For the purposes of the arguments presented in this
paper, it is worth noting some of the distinctive characteristics of genetic
information. Firstly, genetic information is unique in the sense that: "a person
shares part of his or her genetic make up with genetic relatives, so genetic
testing information about the person can also yield information about more than
one person... 20 further there is an element of unchangeability about genetic
characteristics and traits.
Genetic data and information poses considerable privacy issues basically
due to its capacity to acts an identifier and the ability to reveal sensitive personal
information about the individual and his or her genetic family. As genetic science
develops, genetic information provides a growing amount of information about
diseases, traits, and predispositions. At the same time, smaller and smaller tissue
samples are required ·for testing. In certain instances tests can be undertaken
even with a small article like root of a single hair or saliva left on a glass. The
capacity to acquire more and detailed information from measure materials creates
added privacy challenges. Because in such cases genetic information can be
taken and talked out even from material that all humans leave behind unconsciously,
such as cells left on computer keys or saliva left on a drinking glass.
18. Sharon Davis, "The Human Genome Project: Examining the Arc's Concerns Regarding the
Project's Ethical, Legal, and Social Implications" presentations at the DOE Human Genome
Program Contractor - Grantee Workshop VI, (1997)
19. Ibid.

20. Brant Pridmore, "Genetic Testing: The Privacy Issues", Privacy Law and Policy reporter p 88,
( 1996).
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The ability of genetic information to provide both identification and
sensitive information related to health and other pred~spositionhas led to a lively
debate about appropriate privacy protections. Proponents of "genetic
exceptionalism" claim that genetic information deserves explicitly and stricter
protection under the law. They base their argument on the special qualities of
genetic material: 21
1

Ubiquity, i.e., the ability to derive genetic profiles from small physical
traces and the longevity ofmaterial from which genetic profiles can
be derived.
Ability to reveal information not just about the individual but also
about the individual's family.
Predictive nature that can point to someone's future health and
traits 22

Opponents of "genetic exceptionalism" take the stand that genetic
information is just like other medical and health information and does not needs
separate protection. They claim that the term genetic information is difficult to
define since it covers normal medical history collected and used by health care
practitioner's long back much before sequencing of genome. They point out
that in such scenario the context in which information has been gathered gains
importance. For example, if genetic information is obtained as part of health
care research or treatment, it should be subject to the same privacy protections
as all other health information.

Genetic Privacy: Conceptual Dimensions
The English words "private" and "privacy" come from the Latinprivatus,
meaning "withdrawn from public life, deprived of office, peculiar to oneself',
and the generally negative sense is continued into the early understand of the
English word "private" whose first recorded appearance goes back to 1450,23
By the end of the 19th century, "privacy" had become related to legal and
political rights, associated with modernity and advanced civilization, and attributed
relatively or very high value. 24 The notion of a right to be left alone is deeply
embedded in popular and political culture. Outside intrusion into private spaces,
whether or informational through technology or other media can result in dire
21. Sonia. M. Suter, "The Allure and Peril of Genetic Exceptionalism: Do We Need Special Genetics
Legislation", Washington University Law Quarterly, Vol. 79, No.3, (2001), p12 Available
atSSRN: http://ssrn.com/abstract=276975 last visited on 10-02-2009.
22. Supra note 4
23. "Privacy - Rights of Privacy In National And International Law
''<http://science.jrank.org/pages/l 0849IPrivacy-Rights-Privacy-in-National-InternationalLaw.html> Visited On 15-01-2008).
24. Ibid.
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medical arena; these concerns are heightened by the intimacy and sensitivity of
personal health records, numerous reports ofsocial harm resulting from medical
disclosure, and the rapid progress of technologies that facilitate exchange of
medical data. 25
Genetic technology give rise to a unique form ofgenetic privacy, defined
as the inappropriate or involuntary disclosure of the information coded in an
individual's genome. 26 As the availability and affordability of genetic tests
increases, as the number ofsocial institutions using genetic surveillance increases,
as the volume of genetic information stored in electronic databases increases
and as more individuals learn about their unique genetic profile through genetic
tests, the risk to genetic privacy intensifies. 27
With this intensification comes the need for greater protection of genetic
privacy rights. Without privacy protection, an individual's right to know, their
right not to know, and their right to make autonomous decisions about the
disclosure ofhighly sensitive and consequential information is at risk. 28 The risk
of violation ofprivacy may be reflected in various field, questions like whether
an information regarding a member of family should be shared with other
members, questions ofqualification regarding social benefits and who will have
access to information, whether government should be allowed to keep DNA of
convicts' the questions are not exhaustive. 29

Genetic Privacy Violations : Areas of Concern
Health Care Sector
To effectively deliver health services, doctors and other providers depend
on access to medical records. Patient information regarding health conditions,
drug sensitivities, past medical procedures, and other matters must be carefully
maintained and exchanged when necessary to ensure appropriate care.
Likewise, in the public health setting, specialists depend on aggregated personal
medical data to monitor and analyze the health of populations. The
computerization ion of health files and the creation of medical databases have
greatly enhanced these capacities. However, by increasing the circulation of
genetic and other health information, these technologies also increase the
potential for unwarranted invasions of privacy. 30
25. Ibid.
26. Merryn Ekberg, "Governing the Risks Emerging From the Non-Medical Uses of Genetic Testing",
Australian Journal of Emerging Technologies and Society Vol. 3, No.1, pl-16 (2005).
27. Id., p4.
28. Ibid.
29. G Anass, "Genetic Privacy, There Ought to be a Law", Tex.Rev.L.Pol p 9, (1999).
30. Ibid.
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Medical Research: Every year in the world over, tens of thousands of
people participate as subjects in genetics research can derive health benefits
and new knowledge from such involvement, they also put themselves at risk of
third-party access to their sensitive and confidential medical information. 3 ! In
this arena, privacy concerns focus on standards ofinformed consent, the physical
security and anonymity of information, standards of non-disclosure, and the
maintenance and use of stored tissue samples. 32
Law Enforcement: DNA evidence positively aid crime investigations.
Forensic scientists analyze the DNA samples to identify, confmn or eliminate a
suspect in a criminal investigation33 • The success of this analysis has motivated
the collection of DNA samples and even establishment of DNA Data banks
from increasing numbers ofviolent and nonviolent criminals, suspects and whole
communities, As DNA collection and data banking expand, many are concerned
by the intrusions into privacy involved in these law enforcement practices. 34.
Work Place: Employers have a long history ofinterest in their employees'
health status, driven by both legitimate and illegitimate motivations. Surveys
indicate that 77% percent ofmedium-to-Iarge firms conduct medical examinations
on either employees or new hires. Employers may screen employees for the
purpose ofmonitoring job-related injuries, gauging physical and mental fitness
characteristics related to job performance, or protecting other employees from
communicable diseases. While genetic information can be put to beneficial se
in safeguarding the health and safety of the workplace, it can also be used to
stigmatize and discriminate against current and prospective employees. 35
Insurance: Many insurance providers, particularly those that rely on
individual underwriting, select and classify individuals in tenns ofrisk to detennine
insurance eligibility and premiums. Personal health infonnation, including records
ofmedical diagnoses, tests and operations, drug prescriptions and family health
histories are routinely gathered by health, life, and disability and long-term care
insurers. The increasing exchange of health information, through such avenues
as the Medical Information Bureau, may improve the quality of insurance
underwriting but also places many at risk of losing insurance coverage and
3 1. D C Anderson "Elements of Informed Consent for Pharmacogenetic Research; Perspectiv~ of
the Pharmacogenetics Working Group", The Pharmocogenous Law Journal, Volume 2, Number
5, p 284 (2002).
32. Sheila Mclean, Old Law, New Medicine, Medical and Human Rights, p 9 (1999).
33. Mr. Justice R.K.Abichandani, "New Biology & Criminal Investigation", available at
<http://gujarathighcourt.nic.in/Articles/NBCI.pdj(last Visited on 3-02-2009).
34. Ibid.
35. Louise Slaughter. "The Genetic Nondiscrimination in Health Insurance and employment Act:
H.R. 602", 18 N.Y.L. Sch. J.Hum. Rts. P12 (1999).
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having sensitive records in the public domain36 •
In all contexts, privacy protections require attaining a balance between
individual rights and other contending ethics such as public health and safety,
law enforcement, and national security. Although privacy has irrefutable
importance and one of the prime right for the realization of major social goals
and a life ofdignity, excessive restrictions or control on the flow of information
can be detrimental. Policymakers through out globe continue to fight to build up
laws that safeguard privacy without compromising other collective goods. This
is indeed a difficult task when the interests ofpatients and researchers, suspects
and prosecutors, and labor and management come into conflict. 37 While scientific
and political trends have drawn attention to genetic privacy, the scope and
boundaries of the concept remain poorly defmed. 38
While there is a general consensus on the need to protect genetic privacy,
designing effective and equitable policies for the protection of genetic privacy
is exceptionally difficult to achieve because there are many situations where
one persons right to genetic privacy conflicts with another's equal and opposite
right to genetic information. Indeed there are many situations in which the right
to genetic privacy is not absolute. In the context of insurance, fund managers
have a responsibility to other policyholders and thus, genetic privacy may be
violated to ensure the viability of an insurance fund and to maintain actuarial
fairness. In the context of education, a child's right to privacy may ~e violated
by parents ifa learning problem is suspected and a remedial program is available
to assist the child. The genetic privacy ofimmigrants may be violated to protect
public health, maintain the fiscal integrity of the health system and· to avoid
fraudulent claims of consanguinity and fmally, in forensic investigations, the
right of victims to justice and retribution and the collective right of society to
safety and security trumps the privacy rights of suspects and criminals Whilst
acknowledging that genetic privacy is not an absolute and inalienable right,
protecting genetic privacy is an important goal for genetic policy. It is important
for upholding the intrinsic value ofpreserving the integrity, dignity and autonomy
ofindividuals and because it provides one ofthe most effective mechanisms for
protecting against genetic discrimination. 39
36. Mary Crossly, "Discrimination Against The Unhealthy In Health Insurance", 54, U.Kan. L.
Rev., p73 (2001).
37. George Annas, "Mapping the Human Genome and the Meaning of Monster Mythology", 39
Emory Law J, p 629-664, (1990).
38. Kristie A. Deyerle, Comment, and Genetic Testing in the Workplace: Employer Dream, Employee
Nightmare Legislative Regulation in the United States and the Federal Republic of Germany, 18
COMPLAB. L.J. P 554, (1997).
39. A.P. Joshua, Introducing Human Rights, South Asia Human Rights Documentation Centre,
p123 (2000).
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Part III
Right to Privacy : International Legal Framework
The preamble to the Universal Declaration ofHuman Rights commences
with a difference to the inherent dignity ofall members ofthe human family and
provides more specifically that all human beings are brown free and equal in
dignity and rights. 40 While the concept of human dignity forms part of any
discussion ofhuman rights, it is important to note that international human rights
law has grown to ensure the promotion and protection of distinct legal rights
(i.e., rights to privacy, equality, and nondiscrimination).
These rights have evolved over the years by various conventions to enable
an encompassing-approach to various issues. 41
In the late 1960s The United Nations awakened to the dangers posed to
Human Rights byrecent advances in Technology. The International Conference
on Human Rights, held in Tehran 1968 was the first to address these issues.
The proclamation of Tehran stated that while recent scientific discoveries and
technological advances have opened vast prospects for economic, social and
cultural progress, such development may nevertheless endanger the rights and
freedoms ofindividuals and will require continuing attention,42 Once the United
Nations began to interest itself in this field, it went on to concern itself with a
varied range of the threats from new technology.
The international community recognized the need to regulate the use of
genetic information, specifically to protect the rights to privacy. In, 1997, the
United Nations Educational, Scientific and Cultural Organization (UNESCO)
passed the Universal Declaration on the Human Genome and Human Rights
(UNESCO Declaration)43, the chief principle of Human Genome Declaration,
40. Universal Declaration of Human Rights, G.A. Res. 217A (III), U.N. Gaor, 3d Sess.
41. Right to privacy has been accepted as human right in various conventions For instance Under
UDHR Article 12 provides "No one shall be subjected to arbitrary interference with his privacy,
family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has
the right to the protection of the law against such interference of attacks." Further under
Incarnation Covenant on Economic Social and culture Rights (lCESCR), Art. 17 lays down "no
"arbitrary or unlawful interference" with "privacy, family, home, or correspondence" For
regional instruments, see the European Convention for the Protection of Human Rights and
Fundamental Freedoms, Article 8 of the Convention provides a right to respect for one's
"private and family life, his home and his correspondence", subject to certain restrictions that
are" in accordance with law" and necessary in a democratic society". These provisions clearly
shows how the right to privacy has been elaborated by various conventions.
42. Proclamation of Teheran (International Conference on Human Rights at Teheran on 13 May
1968) U.N. Doc. A/CONF. 32/41 at 3 (1968). available at http://www.unhchr.ch/html/menu3/b/
b_tehern.htm(Last visited on 28-22-2008)
43. Universal Declaration on the Human Genome and Human Rights G.ARes. 152, UN.GAOR, 53rd
Sess., U.N.Doc.A/53/625/Add.2(1998).
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which is affmned in several ofits articles, is that ofhuman dignity, a dignity that
is inherent to all members of the Human family.44 The declaration does not
specifically lays down right to privacy but many ofthe provisions ofthe declaration
more than once underlies the same. For instance Article 5 (b) provides "In all
cases, the prior, free and informed consent of the person concerned shall be
obtained. If the larter is not in a position to consent, consent or authorization
shall be obtained in the manner prescribed by law, guided by the person's best
interest. Further clause (c) of the same section provides that the right of each
individual to decide whether or not to be informed of the results genetic
examination and the resulting consequences should be respected. 45 Further
article 7 provides of research or any other purpose must be held confidential in
the conditions set by law. 46 . Article 9 provides "In order to protect human rights
and fundamental freedoms, limitations to the principles of consent and
confidentiality may only be prescribed by law, for compelling reasons within the
bound of public international law and the international law of human rights."47
These principles no doubt lays down important safeguards and respect for
individual privacy.
At the regional level, the most important instrument' is the European
Convention on Human Rights and Biomedicine (EU Convention), passed in 1997
by the Council ofEurope to legislatively proscribe genetic discrimination. Article 10
ofthe EU Convention specifically upholds human dignity and respect for privacy.48
The British House of Lords rejected the claim that retention of DNA
samples and profiles violates the European Convention on Human Rights in
cases where an individual is later acquitted or charges are dropped. The decision
in the case of Regina v. Chief Constable of South Yorkshire Police notes that
samples are retained only for the purpose of investigating and fighting crime,
and that the benefit to society from a much larger law enforcement DNA databank
outweighs the individual's right to privacy.49 In US v.Kincaid50 the court decided
44. id., Art 1.
45. Id., Art 5
46. id., 'Art 7.
47. Id., Art 9
48. European Convention on Human Rights and Biomedicine, Apr. 4" 1997, CETS No. 164,
available at <http://conventions.coe.int/treaty/en/treaties/html/164.html> (last visited 12-022009) Thirty two countries are signatories to the convention. Article 10 to the Convention
provides Private life and right to information Everyone has the right to respect for private life
in relation to information about his or her health. Everyone is entitled to know any information
collected about his or her health. However, the wishes of individuals not to be so informed shall
be observed. In exceptional cases, restrictions may be placed by law on the exercise of the rights
of privacy in the interests of the patient.
49 2004] UKHL 39, available at<http://www.publications.parliament.uk/pa/ld200304/ldjudgmt/
jd040722/york-l.htm> (visited on 28-02-2009).
50. 379 F. 3d 813 (Cir9 2004)
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that requiring for parolees and inmates to provide DNA samples under the
DNAAnalysis Backlog Elimination Act of2000, is unconstitutiona1. 51 • The court
ruled that the requirement to provide DNA without probable cause violated the
Fourth Amendment protections against unreasonable searches and seizures.
At present there is no specific protection for DNA information at the
federal level in the United States, although several existing laws may provide
protection under specific circumstances. For example, protection of medical
information under the Privacy Rule of the Health Insurance Portability and
Accountability Act (HIPAA52) provides protection for genetic information that
falls within the HIPAA definition of "protected health information."53 Further
Genetic Confidentiality and Non-Discrimination Act 1997, contains some
provisions for the protection of Privacy54
Section.8 of the Genetic Non-Discrimination and Privacy Act states:
"(1) A person may disclose genetic information in a genetic record
characterized from the DNA sample of an individual only if.
(a) the individual has authorized the disclosure; or
(b) the disclosure is required or authorized by or under law; or
(c) the person believes on reasonable grounds that disclosure is
necessary to prevent or lessen a serious or imminent threat to
the life or health of an individual or of another person.

5 1. H.R. 4640 DNA Analysis Backlog Elimination Act of 2000. The Act proposes grants to States
for carrying out DNA analysis for use in the Combined DNA Index System of the Federal Bureau
of Investigation, Further it provides for the collection and analysis of DNA samples from
certain violent and sexual offenders for use in such system.
52. The Health Insurance Portability and Accountability Act, 1996 (HIPAA) was enacted by the
U.S. Congress in 1996. It addresses the security and privacy of health data. The standards are
meant to improve the efficiency and effectiveness of the nation's health care system by
encouraging the widespread use of electronic data interchange in the US health care system
section.
53. id SEC. 1171 (4). provides that the erm 'health information' means any information, whether
oral or recorded in any form or medium, that --"(A) is created or received by a health care provider, health plan, public health authority,
employer, life insurer, school or university, or health care clearinghouse; and "(B) relates to the
past, present, or future physical or mental health or condition of an individual, the provision of
health care to an individual, or the past, present, or
future payment for the provision of health care to an individual.
54. The Genetic Information Nondiscrimination Act [H.R. 493, S. 358] is an Act that prohibits
discrimination on the basis of genetic information with respect to health insurance and
employment. It was introduced to establish basic legal protections that will enable and encourage
individuals to take advantage of genetic screening, counselling, testing, and new therapies that
will result from the scientific advances in the field of genetics. available at <http://
www.geneticalliance.org/ws_display.asp?filter= plicy.leg.nondiscrim > (visited on 29-08-2008).
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The person to whom genetic information has been disclosed may
redisclose the information only to the extent reasonable in the exercise
of judgement for professional medical consultation for the direct
benefit of a patieint or with the written authorization of the
individual. "55

If we shift our attention to India We are indeed achieved great strides in
the areas ofbiotechnology, which has opened up new avenues and possibilities.
On the other side of the spectrum there is the very real risk of personal genetic
information being abused in terms of employment or eligibility for health
insurance. Relatively speaking, In India we do net have specific laws to deal
with genetic privacy. The existing rights ofindividuals to privacy from the actions
private-sector entities and individuals derive primarily from statutory and
common-law principles. Despite the lack ofan explicit right to privacy recognized
in the Constitution, the Courts has ruled that the Right to life under article 21 is
wide enough to cover constitutionally protected privacy interests 56". Other
decisions have noted that infringements on privacy and personal autonomy must
be justified by a compelling interest. 57 Ifan issue ofviolations ofgenetic privacy
or genetic information arises one will have to possibly fall back upon Constitutional
Provisions dealing with privacy which is un~oubtedly inadequate. The major
drawback of protecting privacy right under Article 21.
Consistent with Declaration of Helsinki adopted by the World Medical
Assembly in 1964, and amended in October 2000 and the Universal Declaration
on the Human Genome and Human Rights (UNESCO, 1997), Indian Council
Of Medical Research (ICMR) have laid do\\tn the legal, ethical, scientific and
technical norms regarding research on genetic research. 58 The guidelines clearly
incorporate the basic premise of right to privacy. The concept of autonomy and
privacy is given a place in the guidelines. The basic privacy principles that
should be followed in genetic research and services are:

Autonomy: Choice ofparticipation is autonomous, voluntary and based on
informed consent; persons or groups with diminished autonomy should be
given protection.
55 . ld., Section 8
56. Kharak Sing v. Union of India, AIR 12963 SC 1295 Rajagopal v. State of Tamil Nadu, (1994)
6 SCC 632.
57. In India, the Supreme Court has held that disclosure of confidential medical information may be
justified in some circumstances When the right to health is weighed against the right to privacy,
the right to health will override because privacy interest must be placed in the context of other
rights and values in Mr. X v. Hospital Z, (1998) 8 SCC 296.
58. "Ethical Guidelines for Bio Medical Research o~ Hu~an Participants" India Council of Medical
Research 2006 available at <http://www.icmr.nic.in/ethica(guidelines.pdf> (Visited on 27-092008)
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Privacy: Identifiable information (clinical, genetic, etc.) of individuals or
groups is confidential and should be protected. 59
Through this regulation the principle of medical confidentiality first
recognized in the Hippocratic Oath has been codified. It is submitted that the
present position is clearly inadequate. We need to seriously think of enacting
legislation If India need to reap the potential economic and health benefits of
advances in the field of Human genome research. 60

CONCLUSION
Despite over two decade of legislative actions, the world continues to lack
comprehensive accepted criteria of protection for genetic privacy. As a
consequence, individuals and groups must depend on a combination of statutes
and professional guidelines that standardize access to genetic and other medical
information by various entities - such as hospitals, employers, and forensic
laboratories, insurers andnewbom screening. Most experts consider that these
piecemeal safeguards are clearly limited and under-enforced. Rectifying this crisis
will involve a strong policy response and political will. At present, major resistance
for policy framing and implementation comes from various stakeholders especially
within the medical care system that rely on access to genetic information. The
outcomes, genetic and medical records of patients, research suspects, criminals,
insurance sector and various others continue to undergo routine exchange and
revelation with negligible safeguards if any without comprehensive safeguards
for generic privacy, in the midst the growing surveillance ofour genes and genomes,
fears ofvarious hwnan right violations including discrimination, eugenics are likely
to continue, inhibiting the full realization ofpromising scientific advances.
One of the prominent authorities of Bio ethics law Annals believes that
countries should come up with a privacy protection, such legislation which should
guarantee the individual's right to: determine who may collect and analyze DNA;
determine the purposes for which a DNA sample can be analyzed; know what
information can reasonably be expected to be derived from the genetic analysis;
order the destruction of DNA samples; delegate authority to another individual to
order the destruction ofthe DNA sample after death; refuse to permit the use ofthe
DNA sample for research or commercial activities; and inspect and obtain copies
ofrecords containing information derived from genetic analysis ofthe DNA sample. 61
59. Ibid.

60. Suman Sahai, "Does India have a role to play in Human Genome Project?", available at<http:/
/www.genecampaign.org/Publication/biotechnology/PROMISE% 200F%20HUMAN%2
OGENOME.pdf> (last visited on 28-12-2008).
61. Beatrice Godard "Data Storage and DNA Banking for Biomedical Research: Informed Consent,
Confidentiality, Quality Issues, Ownership, Return of Benefits. A Professional Perspective",
European Journal of Human Genetics, p 11, (2003).

